NobaBneHue codbcreeHHOro ceptucdmukaTa ans
Bcero npuinoxxeHumsa Ha Android (Network
Security Configuration)

ApxuB Ons CKauYnBaHUS:
v2certificates_android.zip
BaxxHo! 1na KoppeKkTHoM paboTbl HE0BX0AMMO MCMONb30BaTh UCKYNTENbHO WebViewClient,

aNbTepHATNBHbIE METOLbI B3aMMOLENCTBNSA C BeD-HTepdencaMm He NMEIOT HYXXHOI0 (hyHKLIMOHaNa.

HauynHas ¢ Bepcun Android 24 (N) B cucteme UCKJIlo4eHa BO3MOXHOCTb JOBEPAThL CalTaM Mo
yMON4aHuio. B CBA3M C 3TUM NosiBUAACh BO3MOXHOCTb J06aBnATb COBCTBEHHbIE CepTUGMKAThI Yepes
KOH(MrypaLOHHbIe (hanibl.

bonee nogpobHo:
1) https://android-developers.googleblog.com/2016/07/changes-to-trusted-certificate.html

2) https://developer.android.com/training/articles/security-config

Mpumep 3arpysku cTpaluubl B WebView 6e3 u ¢ pobaBneHnem ceptudukara

PaccmoTpum pobasneHne cepTudmkaTa Ha NpocToM npunoxxeHum ¢ WebView. B KavyecTse TeCTOBOro
foMeHa 6bin BoibpaH URL:

https://3dsec.sberbank.ru/payment/webservices/merchant-ws?wsdl.

Ecnn nonbiTaTbCsa 3arpy3nTb cTpaHuuy Yyepes WebView 6e3 nobasneHns ceptudmkaTa, To B MeToae
onReceivedSslError knacca WebViewClient BepHeTcs owmnbka SSL_ UNTRUSTED (1).

1) lns ycnewHomn 3arpy3ku cTpaHnbl, He06X04MMO BbINOAHUTL Clegytolwne warn ana gobasneHus
cepTuduKaTa.

A) B AndroidManifest nobaBuTb cnegytoulyto CTPOYKY (A0CTynHa ¢ Bepcun APl 24,N).

<application
android:networkSecurityConfig="@xml/network security config"/>

<uses-permission android:name="android.permission.INTERNET" />


https://3dsec.sberbank.ru/techportal/lib/exe/fetch.php/certificates:add:v2certificates_android.zip
https://android-developers.googleblog.com/2016/07/changes-to-trusted-certificate.html
https://developer.android.com/training/articles/security-config
https://3dsec.sberbank.ru/payment/webservices/merchant-ws?wsdl
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B) Co3paTb KaTanor raw c hanaom ceptTudmkaTa (cepTudukaTt gomkeH 6biTe B PEM hopmaTe).
C) ODanee Heobxogumo co3paTb hann network security config.xml B gupektopum xml.

Conepxxumoe hanna NnpuBeLeHO HMXe.

<?xml version="1.0" encoding="utf-8"?7>
<network-security-config>
<domain-config>
<domain includeSubdomains="true">3dsec.sberbank.ru</domain>
<trust-anchors>
<certificates src="@raw/root"/>
</trust-anchors>
</domain-config>
</network-security-config>

Bbl MoXeTe ybpaTh onuuto domain, n Torga ceptudmkaTt byaeT paboTaTb Ans NoObIX JOMEHOB Ha



YPOBHE BCEro NMPUNOXeHUA.

Ecnm XxoTM 0CTaBMTb Kak B NpuMepe Bbille, To ybeauTech, YTO Aas NPOMbIAeHHON cbopku, byneT
nobasneH gomeH: https://securepayments.sberbank.ru.

D) MNocne 3anycka NpunoXeHns ctpaHuua 3arpysntca B WebView 6e3 ownbku SSL_ UNTRUSTED.

P.S. KopHeBow cepTudukat MuHumdgp 13 npumepa bbin ckadaH ¢ canTa (Ceptudukat ans Android):
https://www.gosuslugi.ru/cr

AnbTepHaTuBHbIN cNocob paboTbl ¢ cepTudpukaTom ML,

Tak>Xe BO3MOXXeH BapuaHT C Py4YHON NPOBEPKOM CepTUPUKATOB Npu NepBomr NomnbITKE 3arpy3ku
cTpaHuubl B WebView. 1na 3Toro Heobxoanmo:

1) MoproTtosuTb TrustManager.

private fun fromInputStream(calnput: InputStream): TrustManagerFactory {
val cf: CertificateFactory = CertificateFactory.getInstance("X.509")
val ca = calnput.use { cf.generateCertificate(it) }
val keyStore: KeyStore =
KeyStore.getInstance(KeyStore.getDefaultType()).apply {
load(null, null)
setCertificateEntry("ca", ca)
}
val tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm()
val tmf = TrustManagerFactory.getInstance(tmfAlgorithm)
tmf.init (keyStore)
return tmf

2) PeannsoBaTtb cobcTBeHHbIN WebViewClient ¢ npegonpeneneHHsiMm meToaom onReceivedSslError.

override fun onReceivedSslError(view: WebView, handler: SslErrorHandler,
error: SslError) {
Log.d("WEB VIEW EXAMPLE", "onReceivedSslError")
var passVerify = false
if (error.primaryError == SslError.SSL UNTRUSTED) {
val cert = error.certificate
val subjectDN = cert.issuedTo.dName
Log.d("WEB VIEW EXAMPLE", "subjectDN: $subjectDN")
try {
val f: Field =
cert.javaClass.getDeclaredField("mX509Certificate")
f.setAccessible(true)
val x509 = f.get(cert) as X509Certificate


https://securepayments.sberbank.ru
https://www.gosuslugi.ru/cr

val chain = array0f(x509)
for (trustManager in tmf.getTrustManagers()) {
if (trustManager is X509TrustManager) {
val x509TrustManager: X509TrustManager = trustManager as

X509TrustManager
try {
x509TrustManager.checkServerTrusted(chain,
"generic")
passVerify = true
break
} catch (e: Exception) {
Log.e("WEB_VIEW EXAMPLE", "verify trustManager
failed", e)
passVerify = false
}
}
}

Log.d("WEB_VIEW EXAMPLE", "passVerify: $passVerify")
} catch (e: Exception) {
Log.e("WEB VIEW EXAMPLE", "verify cert fail", e)
}
}

if (passVerify == true) handler.proceed() else handler.cancel()

MpuMep MOXKHO NOCMOTPETL BO BIOXKEHNN.



	Добавление собственного сертификата для всего приложения на Android (Network Security Configuration)
	Пример загрузки страницы в WebView без и с добавлением сертификата
	Альтернативный способ работы с сертификатом МЦ


