Request for order payment (paymentOrder)

The request used for payment for an order is paymentOrder.
The Payment Gateway supports usage of both internal and external MPI.

Validation of card data occurs in accordance with the table:

Name Meaning |Validation
Card validation (check whether the card number is valid), the number
pan N..19 of digits in the card number from 13 to 20
cvC CVC code |3 digits
Present or future date If the card is valid until the current year of the
year, month Year, Month|current month, payment is possible before the end of the calendar
month
cardholderName|Cardholder |Not tested

In this document, the following data type conventions are used when describing request and response
parameters:

e A<n> - a sequence of Latin letters of length <n>;

e A..<n> - a sequence of Latin letters with a length not exceeding <n>;

e N<n> - a sequence of digits of length <n>;

e N..<n> - a sequence of digits with a length not exceeding <n>;

e AN<n> - a sequence of Latin letters and numbers of fixed length <n>;

e AN.. <n> - a sequence of Latin letters and numbers with a length not exceeding <n>;

¢ ANS<n> - a sequence of Latin letters, numbers and characters of fixed length <n>

¢ ANS.. <n> - a sequence of Latin letters, numbers and characters with a length not exceeding
<n>;

e UTC - date and time, in this case: the date must be passed without specifying the time zone,
Moscow time, for the SOAP protocol, the standard encoding xs: dateTime is used.

Internal MPI

Request parameters:

Name Type Mandatory Description
Identifier of the order in the payment system. It is unique
orderId ANS36 Yes within the system. The identifier is missing if the order
registration failed due to an error detailed in errorCode.
pan N12...19 Yes Payment card number.
cvce N3 Yes CVC/CVV2 code on the back of the card.
year N4 Yes The last year of the expiration period of the card.
month N2 Yes Month of the billing period in the MM format.
cardholderName |A..200 Yes Cardholder's name in Latin characters, if available.
Language in the ISO 639-1 encoding. If the language is not
language A2 Yes specified, the default language defined in the store settings
is used.




Name Type Mandatory Description

IP-address of the buyer. IPv6 is supported in all requests

ip ANS..39 No (up to 39 characters).

email ANS..40 No Customer's email address.




Name Type Mandatory Description
Additional tag with the attributes for passing additional
parameters. The fields for additional information and its
subsequent storage. These fields can be submitted for
processing by the bank for further display in the registers.
By default, the order number orderNumber and its
description orderDescription are passed to the bank for
processing (no more than 99 characters, «%» (percentage),
«+» (plus), «\r» (carriage return) and «\n» (line feed) are
prohibited for using).
Enabling the functionality is possible upon agreement with
the Bank during the integration period. To pass N
parameters, a request must contain N params tags, where
the name attribute contains the parameter name and
value attribute contains its value:
Name Type Description

Name
name
Type
AN..20
Type2
ANS..255
Type3
A7
Typed
ANS..100
Description
REST
Name of the

See column additional

params with the No parameter.
description. REST Online Lending

Name of the additional

The attribute name, |ANS..255 parameter.

always takes the
value of mdOrder.
ws

Name of the
additional
parameter.
Spasibo

Name or the
description of an
item in any format.
Spasibo2

Name of the
parameter
describing the
details of a line item

The value of the additional
value AN..1024 |parameter is up to 1024
characters.

It is forbidden to pass reserved names in the parameter (if
they are passed, the order may be rejected):

sbrf_spasibo:amount_bonus

sbrf_sbermiles:amount_bonus

loyaityid




Name Type Mandatory Description
Customer's registration data (street address, postal code).
billingPaverData See No Required for AVS/AVV checks.
gray description Mandatory if «<AVS/AVV use allowed» permission is enabled
for merchant

billingPayerData

billingPayerData block parameters

Name Type |Mandatory Description

billingCity AN..50 |No City registered for the card at the Issuer Bank.

billingCountry AN..50 [No
Address registered for the card at the Issuer Bank.

1o : Line 1.

billingAddressLinel AN..50 |No Mandatory if «<AVS/AVV use allowed» permission is
enabled for merchant.

billingAddressLine2 |AN..50 [No ﬁdn(;rgss registered for the card at the Issuer Bank.

billingAddressLine3 |AN..50 [No ﬁc:grgss registered for the card at the Issuer Bank.
Postal code registered for the card at the Issuer Bank.

billingPostalCode |AN..50 |No Mandatory if «<cAVS/AVV use allowed» permission is
enabled for merchant.

billingState AN.50 INo giaestGe_E(;glstered for the card at the Issuer Bank (ISO

*By default, the orderNumber and description fields are passed to the bank's processing system (no
more than 99 characters, %, +, carriage return \r and line feed \n cannot be used)

Response parameters:

Name Type |Mandatory Description

errorCode ANS..3 |Yes Error code.

errorMessage |AN..512 [No Error descr[ptlon in the language passed in the language
parameter in the request.




Name

Type

Mandatory

Description

info

ANS..*

No

On a successful response. Result of a payment attempt. The
available values are presented below.

Your payment has been processed, redirecting..

Payment declined. Check the entered data and that there are
enough funds on the card and repeat the operation.
Redirecting...

Sorry, the payment cannot be processed. Redirecting...

Payment declined. Please contact the Merchant. Redirecting...
Payment declined. Contact the bank that issued the card.
Redirecting...

Operation is impossible. Cardholder authentication completed
unsuccessfully. Redirecting...

No connection to the bank. Try again later. Redirecting...

The data entering period has expired. Redirecting...

No response from the bank. Try again later. Redirecting...

redirect

ANS..*

No

On a successful response. In the case of a payment without
the need for authentication to the ACS - URL to which redirect
is performed after the payment. In case of a 3D-Secure
payment, the URL to return to ACS.

acsUrl

AN..512

No

Redirect address to the address of the ACS server.
Not used for payments that do not require additional
authentication on the issuing Bank's ACS.

paReq

AN..512

No

Request for the payer authentication.
Not used for payments that do not require additional
authentication on the issuing Bank's ACS.

Error codes

Error code

Error text

Request processing took place without system errors

Access denied

The user must change the password

The maximum number of payments attempted run out or the session timeout expired

Data validation error

~N/onjfonjon|on| O

System error

Request example:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header>




<soapenv :Body>
<mer:paymentOrder>
<order orderId="09808814-eb60-4cea-86bb-ed849dbe7ae9" year="2015"
month="12" pan="4111111111111111" cvc="123" cardholderName="A Moriarty"
language="ru" ip="7">
<!-Zero or more repetitions:->
<params name="name" value="value"/>
</order>
</mer:paymentOrder>
</soapenv:Body>
</soapenv:Envelope>

An example of a response in case of a payment that does not require additional authentication on the
ACS of the Issuing Bank:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<nsl:paymentOrderResponse
xmlns:nsl="http://engine.paymentgate.ru/webservices/merchant">
<return info="Your payment has been processed, redirecting..."
redirect="www.ya.ru?MDORDER=6d295b5b-84c3-44cd-adea-cOeacal22465&amp; ANSWER=
%3C%3Fxml+version%3D%221.0%22+encoding%3D%22UTF - 8%22%3F%3E%0A%3CPSApiResult+
primaryRC%3D%220%22+secondaryRC%3D%220%22%2F%3E&amp ; STATE=payment deposited&
amp; ACTION CODE=0&amp;AUTH CODE=2" errorCode="0"/>
</nsl:paymentOrderResponse>
</soap:Body>
</soap:Envelope>

An example of a response in case of a 3DS payment that requires additional authentication on the
ACS of the Issuing Bank:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>

<nsl:paymentOrderResponse
xmlns:nsl="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0" info="BYour payment has been processed,

redirecting..."
redirect="https://test.paymentgate.ru:443/testpayment/rest/finish3ds.do"
acsUrl="https://test.paymentgate.ru/acs/auth/start.do"
paReq="eJxVUk1zgjAQ/SsMI5KErlpnjuOLnXqgYxUvvVHYAVQ+DFDUX99EUeshM/t2N2/3vQSmh
2Kn/aJo8qgqc6MygquoZ1XCV5mU70dfj+NNKnHMIMIPorjDuBHAJsmihFLU8metGKkBtM5LLw17 jkMT
FwSGSaQK5RXRIxFZcshivev809uWzazHCADhALF30fMtGzHTR4BuWAoowJ51E27yqoayBl1CXHV1K
47ctS0gVwCd2PGsbesxIX3fG21VpTs04qoAokpA7jssOhUlkuqQlzzwvf5yZqdPfOuDcHsM/C8Wn
NIJENUBSdQiNykzGaWOxujYpmNgAznnISrUDtx1XUgloguCwWg3xHkr/UyC9FNLgg4wrAjzUVYmyQ
/p31iyHBIr4ZodwWDALmMBYgO05K3r7UB7HrXRvnXxvhdufxGKUdH34kiUb15mZ3k+3WSrnz01gXi79Y
w67DFQAiKIhw60S4cF19PAR/gAOWroV" />



</nsl:paymentOrderResponse>
</soap:Body>
</soap:Envelope>

If the payment requires the use of 3-D Secure technology, then once the response to order payment
request is received, the Customer must ne redirected to ACS. There are two ways to redirect:
standard and simplified (see table below).

Redirect -
Description

types
To redirect to ACS the merchant must send to the customer to the address specified in
the acsUrl parameter with the request body
MD=mdorder&PaReq=pareqg&TermUrl=redirect, where:
mdorder - unique order number in the payment gateway system

Standard pareq - parameter from the response to the payment request,
redirect - parameter from the response to the payment request (return address from
ACS) or the Store URL, if the scheme where ACS returns to the Store is used.
The request must be in POST format.
Depending on the connection scheme used, the Customer after being authenticated on
ACS will be redirected to the Payment Gateway or to the Store. The payment
completion processes for each of these cases are described below.
In order for the Customer to get to the ACS page, the Merchant redirects him to the
Payment Gateway page with the following URL pattern:
<api.payment gateway address>/acsRedirect.do?orderld=<order number>
where:

Simplified

<payment gateway address> - server and context of the payment gateway;
Please remember to include api. before the domain name.
<0rder number> - unique customer order number.

Next, the Payment Gateway redirects the Customer (without additional actions on the
part of the Customer) to the ACS of the bank, where the Customer is authenticated.

In case of an incorrect payment attempt, the gateway returns the following response.

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<nsl:paymentOrderResponse
xmlns:nsl="http://server/webservices/merchant">

<return info="Operation declined. Please check the data and

available balance of the card and retry."
redirect="https://yandex.ru?orderId=39f1f59f-1836-7195-8452-1f6900003ad4&amp
; lang=ru" errorCode="0"/>
</nsl:paymentOrderResponse>
</soap:Body>
</soap:Envelope>




The redirect URL is the value passed in the failUrl parameter (or returnUrl, if failUrlis
missing).

If payment attempts are exhausted, the gateway returns the following response.

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<nsl:paymentOrderResponse
xmlns:nsl="http://engine.server.ru/webservices/merchant">

<return errorCode="5" errorMessage="Max payments attempted or
session timeout occurred"/>
</nsl:paymentOrderResponse>
</soap:Body>
</soap:Envelope>

Return from ACS to Payment Gateway. Standard scheme.

The issuer's ACS authenticates the cardholder and redirects the client to the payment gateway while
passing PARes. The payment gateway authorizes the order if the client is successfully authenticated
on ACS, or rejects the pre-authorization if the client is not successfully authenticated on the ACS.

Returns from ACS to the store. Scheme involving additional Finish 3DS method

The Issuer's ACS authenticates the cardholder and redirects the Customer back to the Store. The
PARes received from ACS is passed to the Store, then the Store passes it to the gateway using the
finishThreeDS method.

Description of finishThreeDS method is given below:

Request parameters:

Name Type |Mandatory Description
md AN..30 [Yes Order number received on its registration.
paRes [ANS |Yes Response to the payer's authentication request.

Response parameters:

Name Type Mandatory Description

The URL to which the user is to be redirected in case of a
successful payment (and also in case of a failed payment where
the failUrl parameter is not passed). The address must be
returnUrl ANS..512|Yes specified in full including the protocol used (for example,
https://test.ru instead of test.ru). Otherwise, the user will be
redirected to the address of the following type:
http://<payment_gateway_address>/<merchant_address>.
errorCode ANS..3 |No Error code.

Error description in the language passed in the language
parameter in the request.

errorMessage|AN..512 |No




If errorCode=0 and info=«Your order is proceeded, redirecting» - payment was successful. In other
cases with an error see the errorMessage message.

Error codes (errorCode field):

Error code Error text

0 Request processing took place without system errors
Access denied

The user must change the password
Order is not found

System error

N oo

Request example:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:finishThreeDs>
<request language="ru" md="8b5b7ee5-eb5a-4cf4-8lec-7153f7ca2864"

paRes="eJzFV2mzokoS/Ssd/T4at1kEKReOEcW+WCCLgH5jBwVRWTXXD2r37ft6eiZ6ZuLFEGFYn
KjMyp0Zp4pinPyaJLydRNO1IWTEwaZogSz4V8dfPi/k8IKg5+kahYfBGYPjyLcRD+12g8GWEzRdBv
EA/r5gNsJLmZZAuyZBOF28EkU4GwWQaYAKk6VvS5CFMXxJULGKOGTXJuiPg2wL+gXnEG+v05rX6M80
LUrJogurkKvCJIxaoCiDfHtlquSq8CuKQV4DBv1lhsekeo02ZiMBbxCvlgePOEVOeFucFnI7xnN3iAX
xnkMY0J9zZZ4ShGojRKf8KwPwn8T2zJIE+c0T/cgaruJt8kSVILmKE+YsyUrWtyim6rBTFnkPc3]
hnP9SmZZkzE3scM8108c3BaoR8ebHom3xPKOP6KaYvql2E9cazZpg7ZrVjsG+TZioqDvVwAALp3HX
N6y2ESR/LwWE35+]7nMKKkOTFCiWnoKb/pxUos/patHn1CPWVvAIM8QkGehVOxdpGdpsWuyaexKk/N1
895257/RIBhGL4M8yY/1INUPwiQiCOsgOIW6K7I/PL6SkVk5p/R+ZccGpPhVRUBb30J26A1ZtXsef3
mP71RvHenjCEEvg31iZXbxFGnN4eCDrHyMkn8munH5j9zio/B3ttgrcmD7DHAj85WjFWkiaPjkg+b
S316+c/fWMZfIELTfvfRPM9ko8evvtzg7ILVuNLPjOtnlVwfrbnbntQ7I+7At0SQfn63e41k0OHew
//G7VXIDwWL7TfTlejePNAdVXTkIMMgH7mYGy9QkoRea8wW61M+L1ELSyOUdhpUO5W4jqZPbaGjuy
LHf5GicEpcYW/MiskkxU96WNYCLI6CaFt1TqSuhcc55kyRpTwjn01gISSgKYVaLghTPhO5uRL2gX
dYQvabF5f46nkA+HrDRxjxiUft+3Sv7NVaLy68fivSNpZbcXqz8SWx80AavEZdc2yKdumXaB6Cic
LXDcSC7ZGBQWIApKticRPue7IpZGUKASpXx9kWwlnPOmwLLmMFKABjNwdqGymuyzY0aBOHWiBgc92v
GuamjDE/M5X870k3gE5DNwLXwuDbtqu0Qo02LxsocPJ7DnmsFuIOyhkCZ+fMgN500gHgML7doRiP
WHKE4P3d2wweWENwVEC2FZgc8i5LhwFHhgvv7XDonoeVeJx580R54H2whsHYKzq80oIFwfJpCOaoR
FKIrn21D+fmk02XA2/uVK3eK3kf6eDJGUzUUAAVSQW1xAINouIiuPImhlHbQ9WrQSOL9SHLN3FII
/TZ3/ce0LqIHi6XAz8/9dvFMOvUdqeIF530fW520FLIkXBF6tAfeXFuoWh6ksvFYLhdejdLEVAzO
z97DpSacHG7DbkPBzeMjGWHEZHKIuOMdJPh6GRX1wov+9LwlSopS733sLRRSbmw3VReJrcSZJAFQ
DpkgfLkIptTLSZUYNmdIOrH+TynTYyVOgKmulHTE7zcxZjcqVAGj/zEymCdoZSAfze33tpH8zBV0O
2wGznzWWhIG1ld3eBRMC4plnLoeyiYu3nWfLlOV2ACErkEx8hvxXKLbSEgR+et rww5EPgm21UOX2s/
NyPwzMuYTBFCCZu6T/VS3zVSwBKst+3vnkpWQOLAjwrKulYI8Ea33nQynKUuDna7DBQxLFFt14Ms
IxabtUjiVwdlcZJii5q8tpUa913Z50XLbzrQhENAQRjYTYzyUM20Fye04KulO1P35x+FIOTNOt8Q9
3hreEFbj swN93VmdvSGMHm8NTdvUlaGug9Amp+4rubo7UhSBjI4wifdnZf55qqf7Q6 rFD610XS4hS
1IPLf3/1Kr07+4691epfs0GzeF/kurmweubVKWnVDO9N6SY/swXTHynbtMBz7GFObkxeXs5HDtxK
XLHICgCez2zyIUbHO9YN5080/GCCLWv3tf2gII283ZYIndcfkuWll/x0sbvgMDVoWZh5506VFVP6
Vh1lqcsxXrctqEUWNuXpOYuilLGTKb20SrHDvtepkt3LVzG22yrSh5wuaunBlBt7vswRBzoylelE48N
NOhb2a+P/YD29VkMyg8MAFbE1Lx5MY+0cd8Znosa9ulgYBzHyPKb1PnIJMxJRZs/YxoPDs881iXbU
Agc9pSxzloniXSrm9aJuBhUYx/89uzJsUUVgSicBeVv2jptjjN5ctw280rpz9590uYjLgsKrAMmb



jLyq/6c6sUCrvVZtGILdGZut70s1fUyu3DD4ZAP/Poc4K7V1IEHXaFK7JLxyU/ioI+PsZayQe7W5s
Qf91PmeJFcmoWVidQlQOxExkG6Q3Rx41iaCChVonB3J5ktD8uuAiIxyv3GwAONrwS rmWjRmImbfDW
RdpmZsd8UU4boPzvsFAD8HPOWZBVa0bp3/xiZ/6eTFnyIVOX+y7T7fZ61zjaUqieygIlldehY48wt5
w/751e7198 jmZdksWm/HeEBEINEb/ApWQF/Ys47Ngi8YHzbaR8+RPdYOqYDf/NO3F76/MDVtAphv
NHBOFTyItyYRRUM4amoulLm9GNtzFkb8/hanqHK7pTdIC213GncU7WEIV2eeyelDo2yI4ICxjXZc7
0o5LolaUo+EROxbMVibdyMcIJHLcgNCi7 rsk2MeVpQWUVuKqOrzZ6ZZD070aPSMu3i5zTT+s8a0aaG
CipQFhRMQr/++n4y02Pk0OVgkcHKkIAD/8mSBd7RPp6ovAtead407Q0qg4jgKejI1b5FVPNppD3FiFnK
XaXziiYB3mejm2na5q0pQrphEVwvNcnhRaoI8nZ2tqlDOVpuMt83h3PzgzX8hbvacINCxbZnLPM8
DrRh2CnD2k6coG4KQ+zPdbJT11jBrsVGyXaSbgxbwoxZzfa2WvndjXG8sL81cmC/PgeRN6/EX98P
Tovnc9L8u0e9PHy/A9JE/bD" />
</mer:finishThreeDs>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<nsl:finishThreeDsResponse
xmlns:nsl="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0"
returnUrl="http://ya.ru?orderId=8b5b7ee5-eb5a-4cf4-8lec-7153f7ca2864"/>
</nsl:finishThreeDsResponse>
</soap:Body>
</soap:Envelope>
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